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1. Overall Description:

3GPP TSG SA WG2 is studying in the context of the FS_UDICoM study item an architectural option where UDM and HSS can be separate rather than a single node. 
A question arose as to whether for a 5GS+ EPS (+ 2/3G) subscriber:

1) it is required to store credentials and compute the authentication vectors for both 5GS and EPS (and 2/3G) in a single location that is accessed through the HSS (i.e. the UDM has to retrieve these vectors from HSS); or 
Observation: From a security procedures point of view, it is preferred and easier if subscriber credentials are stored in one place and AV generation is managed by one entity as currently described in 23.501 clause 6.2.7 where the UDM has access to HSS. This helps in AV generation and SQN management by a single entity. If it is separately managed by both UDM and HSS independently, in cases of SQN misalignment, the re-synchronization can become complex. The possibility of dual registration and single registration to LTE and 5GS, by the UE makes the scenario even more complex. 

2) whether the UDM can obtain vectors for 5GS access independently from the HSS as the 5GS credentials can be stored separately from the EPS(+2/3G) credentials and the computation of the authentication vectors for EPS(+2/3G) and 5GS can be performed independently at different locations.

Observation: As mentioned above Vector generation independently at different locations is complex and prone to mis-alignment of SQNs.
In addition to AV generation, it is also important to determine who manages the UE subscription data (Location information, supported features etc). It will be again complex to maintain two sets of Subscription data at two nodes independently. Keeping it correct and synchronized at two nodes simultaneously look complex, with no specific security advantage. 
Also, in the current IMS AKA, mutual authentication between the ISIM and the HN is done after the LTE AKA. The ISIM and the HSS keep track of counters SQNISIM and SQNHSS respectively [Ref: TS 33.203]. ISIM may share some security functions with USIM or it may not share. The authentication key, authentication functions and the sequence number checking mechanism can be shared.
If the credentials between 5GS and 4G/3G are to be separated, how to make it feasible without security implications to both domains need a more deeper analysis in SA3.
3) Both options are possible

Observation: Option 2 is quite complex and need definition of new protocol specifications. The Diameter vulnerabilities of the LTE network will be carried over to 5G as well, unless we specify how the separation of the credentials are achieved in two systems, with one USIM in the UE. For example, location tracking of the UE by a LTE CN and linking it to the 5G subscription of the UE may become possible. Whereas if the access is managed by 5G UDM, the advantages of the SBA architecture and security can be utilized.

SA2 would welcome SA3 feedback on the above question. 
Observation: From a security and implementation point of view, clearly option1 is feasible and better. Option2 needs a more deeper analysis in SA3. It is suggested to respond to SA2 LS with this approach.
2. Actions:

To SA3:
ACTION: 
Please consider the above and kindly provide your feedback
